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FOREWORD: HOW DATA PRIVACY
BECAME A REVENUE DRIVER

By Projjol Banerjea Founder & Chief Product Oﬀicer
of Zeotap
Itʼs been four years since GDPR brought marketers
face-to-face with the reality of data privacy. In that time,
the role of the marketer has changed radically in order to
continue to meet targets whilst operating with
ever-growing quantities of customer data under tighter
constraints.
But in the background—and happening largely unnoticed—the role of data
privacy itself has been changing too.
Hereʼs why: as marketers and brands adapted to the new reality of data privacy,
consumers did too. Their increased awareness of how their data is used, and better
understanding of the rights that they have to protect it, has meant that data privacy has
become part of the criteria they use to decide which companies to spend with (and
crucially, which ones to avoid).
In other words, consumers now rightly evaluate a brandʼs reputation on data
privacy in the same way as they judge more traditional factors such as product
quality and customer service.
For brands, this shift should be viewed as fundamental. Data privacy becoming a
purchase driver means that privacy done well is now a measurable lever to increase
sales by building consumer trust — but data privacy addressed poorly or as an
afterthought means lost revenue.

1

The research was conducted by Censuswide, an independent market research consultancy via an online survey comprising 3,014 nationally representative general consumers in
the UK, Germany and Spain between 17.12.21 and 21.12.21. Censuswide abide by and employ members of the Market Research Society which is based on the ESOMAR principles.
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For marketers, this means that data privacy should rapidly evolve from a
perfunctory question of compliance and box-checking into an issue of brand
reputation and lever for competitive diﬀerentiation.
This report seeks to understand just how much a brandʼs approach to data privacy can
impact the bottom line. To do so, Zeotap commissioned a survey of 3,000 consumers
through online survey company Censuswide in December 20211. Respondents were
asked a series of questions that aimed to identify how they feel about the data privacy
standards of companies they interact with, as well as the actions these companies need
to take in order to gain their trust and business.
The resulting insights were then indexed against key stages of the purchase funnel:

Privacy as purchase driver

Privacy as a retention driver

Where privacy meets profit

The resulting insights were then indexed against key stages of the purchase funnel:
For brands, these insights will serve as clear indicators of not just the risks, but the
opportunities around taking data privacy seriously. What youʼll learn in this report is not
just where there are risks of revenue losses in failure, but where thereʼs potential to gain
competitive advantage in going the extra mile.
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KEY FINDINGS

1. Data privacy has become a purchase driver AND a growth driver.
62% of consumers are more willing to buy from brands who guarantee that their
personal information wonʼt be shared with third parties - and 58% of them would be
more likely to recommend that company to friends and family. These results send a
clear message that data privacy is more than a compliance exercise: brands seen as
guardians of personal data will not only safeguard themselves from legal
repercussions, but see a measurable impact on revenue.
2. Consumer trust in brandsʼ approach to data privacy is still low, four years after
GDPR.
Despite strict regulations that aim to add transparency to data management, only
40% of consumers feel in control over how their personal information is used by the
companies they interact with. Additionally, 60% of consumers have become more
conscious of the personal information they share with companies over the last year.
While this is a clear indicator that brands need to do better, it also presents an
opportunity for fast-moving marketers to achieve diﬀerentiation by getting ahead of
their less conscientious competitors.
3. The cost of a data privacy failure is as likely to be in revenue than fines.
When it comes to data privacy, the real risk that comes with non-compliance is
perhaps more a question of reputation than regulation. When we asked consumers
what they would do if they were contacted via a channel where they did not provide
consent, 57% of them agreed that they would cut ties with that company altogether.
4. Consumers have developed a strong awareness of the value of their data.
Marketers who think that consumers lack an awareness of how their data is used are
in for a rude awakening. Consumers also know that their data is ʻthe new oilʼ to
brands, with 35% believing their email address to be worth more than $100 to a
company.
5. Consumers are more willing to exchange data for personalisation rather than
discounts.
Good news for marketers lies in how to protect profits while attempting to acquire
more data from customers. While consumers require some incentive to exchange
personal data, most are willing to share that data in exchange for a personalised
experience rather than to receive a discount or free service.
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THE DATA PRIVACY REALITY

Before we unpack exactly how data privacy can impact revenue, we need first to
understand the reality of the data privacy landscape weʼre working in. This section
unpacks the short history of compliance so far, and lifts the lid on how successful brands
have been in their data privacy eﬀorts to date.

The data privacy story so far: how we got here
The struggle for the bare minimum
When the General Data Protection Regulation (GDPR) was introduced in the EU in 2018,
it aimed to set a gold standard for data protection - giving individuals more control,
transparency and privacy in how their personal data is handled by businesses. As a
result, brands marketing to European consumers scrambled to put practises in place to
show their customers (and the powers-that-be) that their data compliance standards
were above board.
However, many were found wanting: between 2018 and 2021, a total of 880 fines were
issued to EU companies that violated GDPR, amounting to over $1.3 billion.2
Evolution and adaptation
GDPR was just the vanguard in a new era of customer data privacy, and was quickly
followed by more challenges for marketers.
These included the “cookie challenge”. Third-party cookies began to disappear soon
after GDPR was introduced, the last of which will go from Google Chrome in late 2023.
However, a Boston Consulting Group and Google joint survey illustrated that marketers
are still reliant on targeting consumers based on third-party cookies.3 This is in stark
contrast to what they should be doing in preparation for the cookieless future:
leveraging first-party datasets, relying on owned channels, evaluating universal ID
solutions (e.g. Zeotapʼs ID+), and applying contextual targeting.
At the same time, marketers are beginning to be held more accountable for how they
handle customer data in day-to-day operations. Seeing the greater focus on first-party
data, many marketers have started to re-evaluate their existing data management tools,
shifting to technologies that can leverage first-party data in a compliant manner. For

22
3

https://dataprivacymanager.net/5-biggest-gdpr-fines-so-far-2020/
https://www.bcg.com/publications/2022/consumers-want-data-privacy-and-marketers-can-deliver
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example, research revealed that the most successful marketers in 2021 have already
adopted Customer Data Platforms (CDPs) as a means of safely collecting and managing
their first-party datasets.4
So after 4 years of GDPR vowing to enforce transparency in data processes, this report
first set out to answer two fundamental questions:

1. Are marketers actually practising what they preach when it comes to data privacy?
2. Are regulators doing their part to make GDPR the “overall success” theyʼve claimed it
to be? 5

Consumer confidence in data privacy: the disappointing truth
The answer to both questions, according to the consumer, is a resounding “no”.
We asked respondents whether they feel in control over how their personal information
is used by companies they interact with, and 60% were either in disagreement or on the
fence:

I feel that I have control over how my personal information is used
by companies I interact with.

Agree/strongly agree

Neither agree or disagree

Disagree/strongly disagree

45
5

https://zeotap.com/white-papers/data-secrets-successful-marketers/
https://www.infosecurity-magazine.com/opinions/gdpr-two-year/
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This finding is made doubly concerning when contrasted against the marketersʼ
perspective of the state of play: just last year, 91% of marketers expressed confidence in
their data privacy practices.6
And this misplaced confidence is evident when we look at what consumers have
experienced over the last year. When we asked respondents if theyʼve had at least one
company contact them over the last 12 months despite opting-out of receiving
communication from them, nearly 40% of them admitted that they have:

Over the last 12 months, have you had at least one company try to
contact you despite opting-out of receiving communication from them?

I donʼt know
12.1%

Yes
38.4%

No
49.5%

The message by now should be clear: despite best eﬀorts and intentions, the promise of
GDPR in giving consumers confidence about how their data is used has largely failed to
materialise.
The important point here is that itʼs consumers themselves who are delivering this
judgement. Many in the industry have been critical of regulators for the relatively lenient
approach to fines for GDPR violations to date, but these findings show that consumers
are already holding brands accountable themselves - and later in this report weʼll see
how their share of wallet determines the ʻfineʼ.

6

https://zeotap.com/white-papers/data-secrets-successful-marketers/
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Europe divided: regional nuances in data privacy
Importantly, consumer opinion is far from universal. When it comes to who feels the
most in control over their personal data, confidence peaks amongst UK consumers and
drops in Spain, with consumers in Germany sitting in between the two:

I feel that I have control over how my personal information is used by
companies I interact with.
80%

60%

40%

20%

0%
UK
Agree/strongly agree

Germany

Spain

Disagree/strongly disagree/Neither agree or disagree
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More than half of consumers in Spain reported having experienced data privacy
violations, while Germany yielded the lowest percentage of data privacy violations. This
confidence level being inversely proportional to the impression of control could indicate
that a lack of compliance directly contributes to a lack of confidence:

% of consumers in Spain, UK and Germany who have had at least one
company try to contact them post opt-out

60%

40%

20%

0%

Spain

UK

Germany

The lesson here once again is that regulators are far from the only ones keeping track of
data privacy violations - consumers are also taking note.
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To contextualise the diﬀerences in sentiment between the three countries, itʼs important
to understand how each country has approached data privacy since the inception of
GDPR:
➜

A 2020 Deloitte report revealed that UK consumers are generally more relaxed
in terms of data privacy and sharing personal information with companies in
return for relevant services.7 And soon enough, the countryʼs data privacy
standards will see a shift of its own. In late 2021, in an eﬀort to distance itself
from GDPR, the UK government launched a public consultation to pursue
post-Brexit changes to its data protection laws.8 These changes propose to “set
world-leading, gold standard data regulation which protects privacy, but in as
relaxed a way as possible.” 9

➜

Consumers in Spain, on the other hand, are less lenient when it comes to their
personal data. A 2020 study by the ETICAS foundation titled ¿Quien Defiende Tus
Datos? (Who Defends Your Data?) revealed that, while the Spanish Data
Protection Authority (AEPD) remains committed to putting robust privacy
policies in place, there are still gaps to fill to create more transparency with
consumers around user data.10 However, the country is taking action to turn that
around: in 2021, AEPD reported a 16% increase in enforcement procedure
decisions (24% of them related to internet services) to hold companies
accountable for data privacy violations.11

➜

In Germany, data privacy has been a focal point for decades. The country was
the first to implement privacy laws to supplement GDPR, known as the
Bundesdatenschutzgesetz (BDSG).12 Even in 2015, one year before GDPR was
established, a study by the Harvard Business Review revealed that no other
country reacts more sensitively to data protection challenges than Germany.13
And in 2020, a PostBank Digital Study revealed that nearly six out of ten Germans
are aware of the personal information they release online.14

7

https://www2.deloitte.com/uk/en/pages/technology-media-and-telecommunications/articles/digital-consumer-trends-data-privacy.html
https://www.gov.uk/government/consultations/data-a-new-direction
https://www.wired.co.uk/article/uk-change-gdpr-eu-adequacy
10
https://eticasfoundation.org/ya-esta-aqui-la-2a-edicion-de-quien-defiende-tus-datos/
112
https://inplp.com/latest-news/article/the-spanish-data-protection-authority-aepd-publishes-its-annual-report-summarizing-last-years-activities-including-enforcement-cases/
12
https://www2.deloitte.com/dl/en/pages/legal/articles/neues-bundesdatenschutzgesetz.html
13
https://hbr.org/2015/05/customer-data-designing-for-transparency-and-trust
14
https://www.e-commerce-magazin.de/datenschutz-wem-die-deutschen-am-meisten-vertrauen-und-wo-sie-vorsichtig-sind/
8
9
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Hypothesis: whatʼs going wrong in data privacy?
Despite eﬀorts and time, the poor state of consumer confidence in how their data is
handled shows thereʼs clearly still a way to go. So whatʼs been going wrong?
While there may be many factors at play, one hypothesis stands out. Many businesses
allow for the giving (and retraction) of consent to data usage at multiple touchpoints
(i.e. email and account creation), which leads to consent preferences being held in
diﬀerent silos and ultimately presenting an inaccurate view of the customerʼs consent
preferences. This is what can lead businesses to send communication that is out of step
with the consumerʼs most up-to-date consent choices.

Diagram illustrating how Zeotapʼs CDP automatically reflects user consent
for todayʼs privacy-minded marketing and data teams.15

For the 30% of marketers who have a siloed view of customer consent, this spells
consequences.16 Data privacy regulators arenʼt the only ones keeping marketers under
close watch.

15
16

https://zeotap.com/use-cases/privacy-compliant-operational-eﬀiciency/
https://zeotap.com/white-papers/data-secrets-successful-marketers/
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THE DATA PRIVACY REALITY: KEY TAKEAWAYS
▢

▢

▢

Get serious about data storage and access. Arguably, not everyone in
your business should have the same level of access to customer data, nor
should it necessarily be used for every purpose. Take steps to audit this
with your Data Protection Oﬀicer (DPO).
Get a unified view of customer consent at an individual level. The
smartest way is to do this with a Customer Data Platform that prioritises
consent and data privacy.
Obtain (and show oﬀ) key privacy and consent compliance
certifications to drive consumer trust. Make these certifications a focal
point in the customer journey; consumers value companies that are
transparent with how and when they collect their personal data.
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While the baseline for consumer trust in how their data is used paints a bleak picture, it
also creates a huge opportunity for those brands who take the time to get it right. This
section now looks at how consumers evaluate data privacy as a part of their purchase
decision process, showing how brands can leverage their best practises to win more
sales.

The rise of the cautious consumer
The first finding to note—and one that should come as little surprise in the wake of the
last chapter—is the rising tide of caution amongst consumers. Research revealed that
60% of consumers have become more conscious of the personal information they
share with companies they interact with over the last year:

Over the past 12 months, I have become more conscious of the
personal information I share with companies I interact with.

Agree/strongly agree

Neither agree or disagree

Disagree/strongly disagree

One potential reason behind this sense of caution is the (often mistaken) belief that their
data is being sold: a notable 57% of consumers believe that companies they share their
data with are selling it on.17

17

https://www.bcg.com/publications/2022/consumers-want-data-privacy-and-marketers-can-deliver
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So for brands, the first learning is to be explicit about any promises not to do so. Nearly
two-thirds (62%) of respondents said they were more likely to buy from a company that
guarantees it will not share their personal information with third parties:

If a company guarantees (via explicit communication on their website and/or other
communication channels) that it will not share my personal information with third
parties, I am more likely to buy from that company.
Disagree/strongly disagree
5.2%

Neither agree/disagree
32.8%

Strongly agree/agree
62.0%

Not only that, but nearly 60% of respondents would recommend a company to friends
and family in exchange for explicit guarantee of data privacy:

If a company guarantees (via explicit communication on their website and/or other
communication channels) that it will not share my personal information with third
parties, I am more likely to recommend that company to friends/family.

Disagree/strongly disagree
7.8%

Neither agree/disagree
34.1%

Strongly agree/agree
58.2%
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Who reads privacy policies?
Brands may think that consumers donʼt pay attention to data privacy policies, but this
turns out to be far from the truth. Results showed that over the last 12 months, nearly a
quarter of consumers have read a data privacy policy more than 5 times before
submitting their data:

Number of times consumers have accessed and read a companyʼs data privacy
policy before agreeing to hand over personal data

I donʼt know
16.6%
More than 10 times
0.6%

Never
18.8%

9-10 times
6.9%
7-8 times
5.1%
5-6 times
13.3%

1-4 times
38.8%

As a brand, this adds another important task to your privacy to-do list: to ensure your
privacy policy is consistently up to date and can be easily understood and accessible by
your customer.

THE VALUE EXCHANGE: UNVEILING THE COMMERCIAL IMPACT OF CUSTOMER DATA PRIVACY
Copyright © 2022 by Zeotap GmbH

18

PRIVACY AS A PURCHASE DRIVER

The relationship between compliance and conversion
When consumers were asked which characteristics reassure them that a company is
privacy compliant, the majority agreed that while practices like having a preference
centre or clear policy are important, the most important factor is only contacting them
with information theyʼve consented to receive. In other words, ʻwalking the walkʼ of data
privacy:

Which of the following characteristics reassure you that a company is compliant
with data privacy? (Tick all that apply)
The company only contacts me with
oﬀers and information that I have
consented to receive from them
The company only contacts me via
channels (i.e. email, social, SMS, post,
telephone) where I have opted-in to
receive communication from them
The company displays explicit
information on their website about how it
collects/manages my data (i.e opt-in
pop-up forms, opt-in email confirmation)
The company makes it easy for me to
update my consent/communication
preferences on their website at any time
The company makes it easy to access its
data privacy policy across all channels
(i.e. website, social media, email)
The company has a good general
brand reputation
The company has visible accreditation
from third-parties that validate its
practices (i.e.Certified Information
Privacy Professional/Europe, Certified
Information Privacy Technologist )
There aren't any characteristics that
reassure me that a company is compliant
with data privacy

The company is publicly listed

None of the above

10%

20%

30%

40%

Consumers—in their increasing caution and with an ever-expanding range of brands to
choose from when deciding to buy—have made it clear that convincing them to buy
means proving to them that their data is safe with you. And yes, theyʼll read the fine
print.
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PRIVACY AS A PURCHASE DRIVER: KEY TAKEAWAYS
▢

Treat data privacy compliance as a part of the customer journey. Be
as transparent as possible about how you plan to use the personal data,
and be explicit about how data wonʼt be shared with third parties.

▢

Review the consent collection process and messaging to the
consumer. Ensure your privacy policy is consistently up to date, clearly
understandable and easily findable on your website—up to 3/4 of your
customers will want to access it.
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Even as far back as the early 1990s, consumers have been raising their concerns over the
privacy of their personal data.18 The next section of our research shows that consumers
continue to stand their ground when it comes to associating privacy with loyalty.

The price of mistakes in consent orchestration
Consumers couldnʼt be more clear: mess up in consent orchestration and theyʼll walk
away. When we asked respondents what they would do if they were contacted via a
channel where they did not provide consent, 57% of them agreed that they would
cut ties with that company altogether:

If a company attempts to contact me via a channel where I did not opt-in to receive marketing
communication (e.g. receiving an SMS message when I only consented to receive emails), I will
stop buying from that company altogether.

0%

25%
Agree/strongly agree

50%
Disagree/strongly disagree

75%

100%

Neither agree or disagree

188

http://cpsr.org/prevsite/conferences/cfp91/culnan.html/
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Nearly 60% of them agreed that they would cut ties with a company that contacted
them via ANY channel after opting-out of receiving communication:
If a company attempts to contact me via ANY channel after I have opted-out of receiving any
marketing communication, I will stop buying from that company altogether.
80%

60%

40%

20%

0%
UK

Agree/strongly agree

Germany

Disagree/strongly disagree

Spain

All consumers

Neither agree or disagree

With the cost of acquiring new customers is ever-increasing, these findings are of
enormous consequence to revenue. If even the smallest mistake in managing consent
can result in the loss of a customer, the argument for laser-focus on consent
orchestration becomes a critical revenue question.

PRIVACY AS A RETENTION DRIVER: KEY TAKEAWAY
▢

Ensure you have the right tools in place to manage and unify the
consent journey. Data privacy is about more than collecting consent:
once youʼve collected data permissions, Customer Data Platforms (CDPs)
can help you manage cross-channel consent preferences, enabling them
to be automatically reflected in all marketing campaigns at all times.
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As a marketer, collecting customer data is a table-stakes activity - and we readily talk
about the idea of ʻvalue exchangeʼ in doing so (i.e. the incentives and perks we deliver to
the customer in exchange for them handing over their data).
However, thereʼs another question here thatʼs less explored: how do those attempts at
delivering a ʻvalue exchangeʼ impact your profit margin? And are they worth it? This last
section of our research set out to explore this question.

The real price of customer data
Our first line of enquiry was to look at what a brand has to ʻgive awayʼ in order to secure
critical pieces of customer data. We asked respondents to rate how willing they would
be to share certain types of personal information with a company in exchange for
experiences ranging from personalised oﬀers, to discounts and free shipping.
The results were surprising, and mean good news for marketers. While we would expect
discounts and oﬀers to be the more compelling incentives to hand over data,
consumers were actually more willing to share data in exchange for personalised
experiences:

What type of personal information would you be willing to share with a company in
exchange for the following customer experiences? (Check all that apply)

No incentive
needed

Personalisation

Discount or free
service (i.e.
shipping)

Would not share
under any
circumstance

Gender

31%

56%

48%

13%

Age

27%

55%

50%

15%

Birthday

22%

52%

53%

19%

Purchase history

14%

57%

48%

28%

Mobile phone number

11%

49%

40%

37%

Website browsing history

12%

50%

35%

40%

Banking information

8%

40%

23%

55%

Passport number

8%

39%

21%

55%
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For brands keen to protect their margins while building up a first-party data asset, the
news that data doesnʼt need to come at the price of discounts or freebies should be a
welcome discovery.
Generally, as the sensitivity of the data increases, the overall willingness to share that
data decreases. However, there was an interesting pair of outliers in this trend: website
browsing history and purchase history. Nearly half of respondents (40%) said they
wouldnʼt share website browsing history under any circumstance, while an average 40%
of them would share data related to a past purchase.
Nuances in age demographics also show that the desire for personalisation spans
across most age groups. However, the older the consumer, the more sceptical they are
to share personal data under any circumstance:
What type of personal information would you be willing to share with a company in
exchange for the following customer experiences? (Check all that apply)

Personalisation

Discounts/free service

Would not share under any
circumstance

16-24

77%

42%

13%

25-34

73%

52%

18%

35-44

71%

50%

21%

45-54

46%

48%

28%

55+

32%

39%

41%
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Consumers also indicated diﬀerences in their willingness to share data depending on
the type of company theyʼre engaging with. Companies in more regulated sectors such
as healthcare, insurance and finance are more likely to obtain consent for a wide variety
of personal information, while consumers far less readily hand over information to sales,
marketing and media:
Which service providers are you willing to share the following personal data
with at the point of purchase? (Check all that apply)

Full name

Email
address

Gender

Mobile
phone
number

Banking
information

Website
browsing
history

Healthcare

47%

48%

51%

43%

21%

24%

Insurance

35%

43%

42%

36%

30%

20%

Finance

38%

38%

35%

31%

39%

21%

Travel & Transport

24%

26%

23%

18%

11%

13%

IT & Telecoms

21%

24%

22%

18%

12%

19%

Retail, Catering & Leisure

21%

25%

23%

16%

11%

15%

Sales, Media & Marketing

17%

20%

23%

11%

8%

14%

The lesson: while consumers want personalisation and privacy, there is a point—which
varies depending on the type of consumer and the type of company—where the
promise of a discount or tailored messaging may never be enough.
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Consumers put a high price tag on their personal data
Thereʼs more to this caution than just a hesitancy over how data will be used:
consumers have become increasingly wise to what their data is ʻworthʼ to a brand. In
fact, when we asked consumers to attach a ʻprice tagʼ (i.e. the amount of money they
think a brand would pay for a datapoint) to diﬀerent kinds of personal data, their
estimations were usually far higher than what many brands would pay in reality.
On average, 43% of respondents believe companies will pay over $50 for their email
address and 55% believe their mobile phone number to be worth the same:

If they could, approximately how much do you think brands would pay to collect
the following personal information from you?
Gender
Age
Birthday
Email address
Full name
Geolocation
Device data
Purchase history
Mobile phone number
Social media activity
Passport number
Banking information
0%

25%
Less than $10

50%
$10-$49

$50-$99

75%

100%

$100+

While there is no set blueprint for how much companies pay to obtain personal data,
one thing holds true: data is gold for both brand and consumer. In terms of ROI, this
means that thereʼs an invisible price tag associated with collecting ʻas much data as
possibleʼ.
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For brands, this should mean taking stock of an often-overlooked pillar of data privacy:
ʻdata focusʼ. This term sits next to ʻdata accessʼ (controlling who has access to data) and
ʻdata permissionʼ (collecting and managing the right consent) as the third principle of
data privacy, and put simply it means only collecting the data that you need and only
using it for the purposes intended. For brands scrambling to build up first-party data
assets ahead of the cookieless future, this is a valuable note of restraint to keep in mind this exercise is expensive, so attempt to collect only what you need most.

PRIVACY MEETS PROFIT: KEY TAKEAWAYS
▢

Critique your data collection. Take stock of the data youʼre collecting
indexed against what you use it for, and see if the two truly line up.

▢

Consumers will be willing to provide personal data like gender, age
and birthday, but only if you provide some sort of personalised
experience (such as product recommendations or email messaging) in
exchange.

▢

Prioritise personalisation over discounts. Consumers like the
occasional discount, but itʼs not enough to foster long-term customer
loyalty. Focus on collecting data that helps personalise interactions based
on a customerʼs needs and preferences.
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Our conversations with consumers have shown that data privacy is now much more
than a compliance exercise. Brands who want to compete and succeed need to go
beyond the ʻbare minimumʼ of ticking boxes and instead, wear their commitment to
data privacy proudly as part of their customer experience.
This is now an opportunity to innovate and diﬀerentiate, and it gives rise to a new breed
of marketer who recognises it as such. This new generation of marketers are who we
term the ʻgoodʼ marketer, characterised by their perspective that the needs of the
customer and the needs of the brand—rather than being opposing forces—can and
should be made to converge.
When it comes to data, the ʻgoodʼ marketer embraces data privacy rather than trying to
find ways around it, focusing less on obtaining the whole view of the customer, and
more on obtaining the right view of the customer. This seems like a subtle shift, but itʼs
an important one: as a marketer, it forces you to challenge what kind of data you collect,
how you manage it and what you use it for.

So where to from here?
Armed with the perspective that data privacy is a marketing asset (not a marketing
setback), youʼll also need the right tools and practices to meet the expectations of both
consumer and regulator. Below, we outline four principles all good marketers should
follow:
1.
2.
3.
4.

Data collection
Data and consent management
Data access
Privacy front-and-centre

1
DATA
COLLECTION

4
PRIVACY
FRONT-AND-CENTRE

2
Consumer
value
& trust

DATA & CONSENT
MANAGEMENT

3
DATA ACCESS
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1. Critique the data youʼre collecting. Take stock of the data youʼre collecting
indexed against what you use it for, and see if the two truly line up. In an earlier
section on privacy and profit, we learned that consumers understand the value of
their data and that being ʻgreedyʼ can cost you. Return to the principle of ʻdata focusʼ
and learn how to be streamlined with the data you collect.
2. Audit the tools you use to collect and manage data (and consent). Data privacy
is about more than collecting consent: making your processes watertight means
unifying consent preferences across channels. Customer Data Platforms (CDPs) that
feature Consent Orchestration can help you manage this, enabling them to be
automatically reflected in all marketing campaigns at all times.19 When searching for
a CDP, make sure it meets all of the compliance certification requirements including the EU Data Protection ePrivacy Seal and IAPP and FPF corporate
membership.20

3. Get serious about data access. Not everyone in your business should have the
same level of access to customer data, nor should it necessarily be used for every
purpose. Limiting access to customer data within your organisation prevents
unintentional vulnerabilities that can lead to compliance roadblocks. Involve your
Data Protection Oﬀicer (DPO) early in this process.

19

https://zeotap.com/platform/consent-orchestration/
https://zeotap.com/cdp-data-privacy-and-security/

202
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4. Put data privacy on the front page. With everything working smoothly behind the
scenes, itʼs time to make sure that your customer knows it. The basics are simple:
obtain (and display) key privacy and consent compliance certifications to drive
consumer trust, make your data privacy policy clear and easy to find, and wherever
youʼre asking for data make your promises around how itʼll be used clear and easy to
understand.
The best of the ʻgoodʼ marketers will go one step further: theyʼll make a commitment to
making transparency and data privacy a core part of their brand. This is the ultimate
goal, when both brand and consumer continue to fight for the same objective (creating
relevant experiences that respect data privacy). So begins the era of the ʻgoodʼ marketer:
one who sees data collection and data privacy as equally critical parts of a trustworthy
customer journey, and the ones who will reap stronger conversion, retention and profit
as a result.
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A REPORT BY ZEOTAP
THE NEXT GENERATION CUSTOMER DATA PLATFORM

Zeotap creates unity between data and privacy to power personal and trusted customer experiences.
At its heart is Zeotap CDP, the next-generation Customer Data Platform that empowers marketing
and data teams to collect, unify, segment and activate customer data while putting privacy and
compliance front-and-centre. Complemented by Zeotap Fuel, a data asset designed to deliver quality
without compromising on data privacy, Zeotap also oﬀers ID+, a universal marketing ID. Recognised
by Gartner as a "Cool Vendor" and G2 Crowd as a CDP Momentum Leader, Zeotap works with
market-leading brands including P&G, Audi and Virgin Media. For more information visit
www.zeotap.com.

PRIVACY AND SECURITY IS IN OUR DNA
Designed in Germany for the stricter compliance standards of operating in Europe

CONTACT US
BERLIN | BARCELONA | BANGALORE | LONDON | MADRID | MILAN | MUMBAI |
PARIS

IS YOUR CDP FUTUREPROOF ?
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